Md Safit Mia (Sifat)

Penetration Tester « Cybersecurity Enthusiast « Web
Developer

&= sifat.asr@gmail.com +8801617632684

@3 Male Single
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) github.com/sifat-pr linkedin.com/in/sifat-pr

Kashimpur, Panbazar, Pirganj,

° Rangpur, Bangladesh

B8 OBJECTIVE

To apply my skills in ethical hacking and penetration testing in a challenging environment that fosters growth
and real-world impact on cybersecurity.

& EXPERIENCE

2023 -2024 Mentor, PFM Computer Training Center
Taught advanced computer operations and Microsoft Office tools to fellow students.
Selected by institute teachers to mentor peers in practical computing and
applications.

& EDUCATION

2023 -2024 Alim (Science), Pirganj Fazil Madrasah
Rangpur, Bangladesh GPA: 5.00

2021 -2022 Dakhil (Science), Madarganj Fazil Madrasah
Rangpur, Bangladesh GPA: 4.72

Q& LANGUAGES

Bangla English Hindi
Native Fluent Conversational (Speaking &
Listening Only)

@ SKILLS

Mentorship & Training — Proficient Web Penetration Testing & Bug Hunting — Expert
Web Application Security Testing — Expert Advanced Computing & Office Tools — Expert
Web Development (Frontend Focused) — Expert Data Entry — Expert

Programming Languages — Competent Frameworks & Ul — Proficient

JavaScript, Python, HTML, CSS Next.js, Tailwind CSS, Shadcn Ul


mailto:sifat.asr@gmail.com
https://github.com/sifat-pr
tel:+8801617632684
https://sifat-xyz.vercel.app/
https://linkedin.com/in/sifat-pr

& PROJECTS

Portfolio Website

« Developed with Next.js, Tailwind CSS, Express.js, Node.js and MongoDB showcasing personal work,
certifications, achievements and contact info.

« https://sifat-xyz.vercel.app @

o8 CERTIFICATIONS

Web Application Security Problem Solving (Basic & Introduction to Critical
Testing Intermediate) Infrastructure Protection
Byte Capsule IT HackerRank OPSWAT

SQL Injection Python (Basic & Intermediate) CC Pre Assessment
EC-Council HackerRank ISC2

CSS & Frontend React JavasScript (Basic &

Development Intermediate)

HackerRank HackerRank

of SUMMARY

Passionate and self-driven Penetration Tester with hands-on experience in identifying, exploiting, and
documenting security vulnerabilities. Specialized in web application security, reconnaissance, and
vulnerability assessment. Strong understanding of OWASP Top 10, bug bounty methodologies, and secure
coding practices.

& INTERESTS

 Capture The Flag (CTF) Challenges « Vulnerability Research & Bug Bounty Hunting
« Reverse Engineering & Malware Analysis « Open Source Contribution (Security Tools)

« Ethical Hacking & Red Team Simulations « Web Application Security Testing

« Graphic Design & Ul Concepts o OSINT Research

Exploring Artificial Intelligence in Cybersecurity

& TOOLS & TECHNOLOGIES

Burp Suite (Web proxy scanner), Nmap (network scanning), OWASP ZAP (app scanner), Metasploit (exploit
framework), Git (version control), Linux Terminal, Netcat, Sublist3r (subdomain enum), Amass (DNS mapping),
Recon-ng (OSINT framework)
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